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	1. 
	Policy Summary 


1.1. [bookmark: _Hlk127956939]Havant Borough Council (the Council) in the 2024 – 2028 Corporate Strategy outlined a political imperative to design and implement a new preventative enforcement approach. Our residents stated that feeling safe is the 2nd top priority for them, with litter and fly-tipping joint 3rd, vandalism and graffiti 4th and cleaner streets 5th.   Focusing on these top 5 areas of concern we aim to improve the quality of place across the Borough and address long standing issues and where necessary consider Closed Circuit Television [CCTV] installation to improve all areas of concern to help improve the safety and quality of place.
1.2. The Council already has in place CCTV and other surveillance systems. This policy details the purpose, use, and management of the systems, and details the procedures to be followed to ensure that the Council complies with relevant legislation and Codes of Practice where necessary. 
 
1.3. This policy and the procedures therein detailed, applies to all the Council’s CCTV and surveillance systems, including overt and covert installations, static and re-deployable cameras capturing images of identifiable individuals for the purpose of viewing, and / or recording the activities of such individuals. 
 
1.4. CCTV and surveillance system images are monitored and recorded in strict accordance with this policy. 


	2. 
	Introduction 


2.1. The Council uses CCTV and surveillance system images for the prevention and detection of crime, public safety, anti-social behaviour (to include fly-tipping) to monitor the Council’s buildings and land to provide a safe and secure environment for staff, volunteers, contractors, and visitors, and to prevent the loss of or damage to the Council’s contents and property.  
 
2.2. The CCTV and surveillance systems are owned by the Council and managed by the Council and / or its appointed agents. The Council is the system operator, and data controller, for the images produced by the CCTV and surveillance systems, and is registered with the Information Commissioner’s Office, Registration number Z5747526. 
 
2.3. This policy applies to CCTV and other surveillance camera devices that view or record individuals. 
 
2.4. This policy uses the terms ‘surveillance system(s)’, ‘CCTV’ and ‘information’ throughout for ease of reference, and would include (but is not limited to) the following types of systems: 
 
2.4.1. Fixed CCTV (networked)  
2.4.2. Body Worn Video  
2.4.3. Unmanned aerial systems (drones)  
2.4.4. Stand-alone cameras  
2.4.5. Re-deployable CCTV 
	3. 
	Purpose 


3.1. This Policy governs the installation and operation of all CCTV and surveillance systems at the Council and within the Borough.    
 
3.2. CCTV surveillance is used to monitor and collect visual images for the purposes of: 
a) To help reduce the fear of crime to provide a safe and secure environment for residents of, and visitors to, the areas covered by the scheme.  
b) The help deter and detect crime and provide evidential material for court proceedings.  
c) To help deter and detect anti-social behaviour, including fly-tipping and provide evidential material for the issuing of Fixed Penalty Notices [FPN] and or court proceedings.
d) To assist in the overall management of the Council.  
e) To assist in the management of other locations and buildings owned or controlled by the Council. 	  
f) To enhance community safety, including the prevention and detection of harassment, to assist in developing the economic well-being of Havant Borough and encourage greater use of the town centres.  
g) To assist the local authority in their enforcement and regulatory functions within the Havant Borough.  
h) To assist in supporting civil proceedings.  
i) To assist the Council in discharging its health and safety obligations towards staff 
j) To investigate allegations of staff misconduct 

	4. 
	Scope 


4.1. This policy applies to all CCTV and related surveillance systems operated by the Council. 
 
4.2. Where a system is jointly owned or jointly operated, the governance and accountability arrangements are agreed between the partners and documented so that each of the partner organisations has clear responsibilities, with clarity over obligations and expectations and procedures for the resolution of any differences between the parties or changes of circumstance. 
 
4.3. This policy is applicable to, and must be followed by, all staff including consultants and contractors. Failure to comply could result in disciplinary action, including dismissal. This policy also applies to volunteers and Council Members. 
 
4.4. All staff involved in the operation of the CCTV System will be made aware of this policy and will only be authorised to use the CCTV System in a way that is consistent with the purposes and procedures contained therein. 
 
4.5. All systems users with responsibility for accessing, recording, disclosing or otherwise processing CCTV images will have relevant skills and training on the operational, technical and privacy considerations, and fully understand the policies and procedures. 


	5. 
	Policy Statement 


5.1. The Council will, subject to 5.5b below to operate its CCTV systems in a manner that is consistent with respect for the individual’s privacy. 
 
5.2. The Council complies with the Information Commissioner’s Office (ICO) CCTV 
Code of Practice and the Surveillance Camera Commissioner’s Surveillance Code of Practice to ensure CCTV is used responsibly and safeguards both trust and confidence in its continued use. 
 
5.3. The CCTV systems will be used to observe the areas under surveillance to identify incidents requiring a response. Any response should be proportionate to the incident being witnessed. 
 
5.4. The use of the CCTV systems will be conducted in a professional, ethical, and legal manner, and any diversion of the use of CCTV security technologies for other purposes is prohibited by this policy. 
 
5.5. Cameras will be sited so they only capture images relevant to the purposes for which they are installed. In addition, equipment must be carefully positioned to: 

a. cover the specific area to be monitored only.  
b. keep privacy intrusion to a minimum.  
c. ensure that recordings are fit for purpose and not in any way obstructed (e.g. by foliage). 
d. minimise risk of damage or theft 
5.6.	Before any CCTV system is installed, service areas will have considered other, less intrusive methods to achieve the objectives of having a CCTV system in place (e.g. improving lighting in an area to prevent crime),
 




	6. 
	Location and signage 


6.1. Cameras are sited to ensure that they cover the relevant areas as far as is possible. Cameras are installed throughout the site/s including roadways, car parks, buildings, premises, within buildings and vehicles, and externally in public facing areas. 
 
6.2. The location of equipment is carefully considered to ensure that images captured comply with data protection requirements. Every effort is made to position cameras so that their coverage is restricted to the relevant area, which may include outdoor public spaces. 
 
6.3. Signs are placed wherever CCTV systems are in operation, to inform individuals that CCTV is in operation. 

6.4. When officers are wearing Body Worn Camera’s they will wear a badge informing the public of this.
 
6.5. The signage indicates that monitoring and recording is taking place, for what purposes, who the system owner is (if it is not obvious), and where complaints / questions about the systems should be directed. 
 

	7. 
	Monitoring and Recording 


7.1. Cameras are monitored in a secure private offices and locations. 
 
7.2. System administrators can view and access footage for the purposes for which the CCTV system is in operation. Before any further disclosure is made (e.g. to an external organisation, or another internal department / member of staff), agreement and co-operation should be sought from the Information Governance Manager and Data Protection Officer. 
 
7.3. Images are recorded on secure servers (ideally standalone systems, not connected to the network) and are viewable by the system administrators. Additional trained staff may be authorised by the system administrator to access images from cameras sited within their own areas of responsibility. 
 
7.4. Any staff who has access to the system are made aware of their roles and responsibilities relating to the system by the system administrator, who will also provide them with the necessary skills and knowledge to use and manage the system. 
 
7.5. Staff who have access to the system will receive continued training as needed, to ensure their competence relating to relevant operational, technical, privacy considerations, policies, and procedures.  
 
7.6. Where service areas are using Cloud-based storage, they will ensure that such storage is in the UK or European Economic Area (EEA), and that all relevant security and data protection measures are in place. 
 
7.7. Recorded material will be stored in a way that maintains the integrity of the image and information to ensure that metadata (e.g. time, date, and location) is recorded reliably, and compression of data does not reduce its quality. 
 
7.8. Viewing monitors should be password protected and switched off / locked and kept in a secure place when not in use to prevent unauthorised use or viewing. 
 
7.9. The cameras installed provide images that are of suitable quality for the specified purposes for which they are installed, and all cameras are checked regularly to ensure that the images remain fit for purpose, and that the date and time stamp recorded on the images is accurate. 


	8. 
	Covert Surveillance 


8.1. Covert surveillance is the use of hidden cameras or equipment to observe and / or record the activities of a subject which is carried out without their knowledge. 
 
8.2. The use of covert cameras or recording / monitoring will be restricted to rare occasions, in accordance with the Council’s RIPA Corporate Surveillance Policy 

	9. 
	Data Protection Impact Assessments 


9.1      In its administration of its CCTV systems, the Council complies with the General Data Protection Regulation (UK GDPR). the Data Protection Act 2018, and in accordance with its own Data Protection Policy 
 
9.2 The Council’s CCTV systems (new and existing) are subject to a Data Protection Impact Assessment (DPIA), identifying risks related to the installation and use of the system, ensuring full compliance with the data protection principles. This will include consultation with relevant internal and external stakeholders. 
 
9.2 Once systems are operational, system administrators will conduct regular reviews of the DPIA for their system. 

	10. 
	Subject Access Requests 


10.1 Requests by individual data subjects for images relating to themselves via a Subject Access Request [SAR] should be submitted to the Data Protection Officer at dp@havant.gov.uk. Further details of this process are detailed on the Council’s website. Also on this webpage is a Guide to subject access rights detailing all your subject access rights. 
 
10.1 To locate the images on the system, sufficient detail must be provided by the data subject to allow the relevant images to be located and the data subject to be identified. 


10.2 Where the Council is unable to comply with a Subject Access Request without disclosing the personal data of another individual who is identified or identifiable from that information, it is not obliged to comply with the request unless satisfied that the individual has provided their express consent to the disclosure, or if it is reasonable, having regard to the circumstances, to comply without the consent of the individual.

10.3 A search request should specify reasonable accuracy i.e. within 30 minutes.

10.4 A request for images made by a third party should be made to the Data Protection Officer at dp@havant.gov.uk. Further details of this process are detailed are on the Council’s website

	11. 
	Third Party Disclosures 


11.1  In limited circumstances it may be appropriate to disclose images to a third party, such as when a disclosure is required by law, in relation to the prevention or detection of crime or in other circumstances where an exemption applies under relevant legislation. 
 
11.2 Such disclosures will be made at the discretion of the system administrator, with reference to relevant legislation, and following advice from the Data Protection Officer.  
 
11.3 Before disclosing any footage, consideration should be given to whether (if possible) images of third parties should be obscured to prevent unnecessary disclosure. 
11.4 Where information is disclosed, the disclosing officer must ensure information is transferred securely, and the following instructions on the use of the images given to the recipient: 
“Once Havant Borough Council has disclosed this footage to you, you become the data controller for the copy held by you. It is your responsibility to comply with data protection legislation in relation to any further disclosures or processing. Representations from Havant Borough Council should be sought before further disclosure is made” 




	12. 
	Retention 


12.1 Unless required for evidentiary purposes, the investigation of an offence, or as required by law, CCTV images will be retained for no longer than 31 calendar days from the date of recording (or for certain systems, until storage limitations require that footage needs to be overwritten). Images will be automatically overwritten or destroyed after this time. 
 
12.2 Any footage downloaded and retained for evidential purposes must be reviewed after three months by the system administrator, and either a destruction date or review date must be set, with written justification for further retention recorded. 
 
12.3 CCTV disclosure logs should be kept for 6 years. 

	13. 
	Complaints Procedure 


13.1 Complaints concerning the Council’s use of its CCTV systems, or the disclosure of CCTV images should be made in the first instance to the service area controlling the system. The contact details should be found on the signage for the relevant system. 
 
13.2 For complaints where contact details can’t be identified, these should be made to the Council’s Data Protection Officer (dp@havant.gov.uk). 
 
13.3 Depending on the nature of the complaint, it will either be processed under the Council’s Corporate Complaints process, or (more likely) treated as a data protection concern to be investigated by the Council’s Data Protection Officer. 


	14. 
	Management 


14.1 Policy is reviewed annually and approved by Cabinet. The Council’s Information Governance Steering Group has oversight of this policy, and the Council’s Senior Information Risk Owner has been identified as its CCTV Senior Responsible Officer for Surveillance Systems (SRO). 
 
14.2 The SRO has strategic responsibility for the integrity and efficacy of the processes in place within the Council that ensure compliance with the Protection of Freedoms Act 2012, and in respect of all surveillance camera systems operated by the Council. 
 
14.3 The SRO is supported by a single point of contact [SPOC)] an officer who administers the CCTV systems at an operational level. The SRO and the SPOC will work together to ensure this policy is implemented across 

14.4 	The SPOC will monitor implementation and compliance with this policy for the systems they administer. Users found in breach of this policy may be subject to disciplinary action.

	15. 
	Appendix 1 – Type of CCTV 


The following types of CCTV are used by the council: 
1) CCTV Cameras on the council’s Civic Offices: 
	The use of CCTV cameras on the council’s campus is currently restricted to the following areas: 
· Public Service Plaza entrances, exits and public areas
2) Body Worn Video Cameras [BWV]:  
BWV cameras are currently used by Prevention and Enforcement Officers.  Such use is intended for the safety of staff and the public as well as the reduction and detection of crime and anti-social behaviour and images may be used in evidence. Footage from these cameras may also be used for staff training and investigating complaints where necessary. 
  
3) Covert CCTV monitoring: 
Any use of covert CCTV monitoring will be undertaken in accordance with the requirements set out in the Regulation of Investigatory Powers Act 2000 (RIPA).  RIPA requires that due consideration is given to the proportionality and necessity of any covert activity and that regard is given to the rights of individuals under Article 8 of the Human Rights Act (the right to privacy). 
4) CCTV Meridian Centre and Bus Station: 
There are CCTV cameras on the exits of the Meridian Centre out to the Bus Station for the purposes of reducing and detecting crime and anti-social behaviour as well as the safety of staff and visitors. 

5) Remotely Operated Vehicles (Drones): 
The council uses drones to gather information for flood maps and flood risk situations, emergency response, severe weather, roads, and infrastructure development.  The Drones are operated by the Coastal Partnership.

6)        Static and Redeployable Cameras within the Borough

There are CCTV cameras in its town centres, in particular specific locations in: 

· Waterlooville Town Centre
· Havant Park, Havant Town Centre
· Greywell and Park Parade shopping precinct
· Greywell car park, Tidworth Road car park
· Hayling Island, Creek Road and Eaststoke Corner
· Emsworth 

Upon request What 3 Words locations of the cameras are available. 
Please contact the prevention and enforcement at prevention.enforcement@havant.gov.uk 

Notification will be sent to the Corporate Compliance Manager and DPO
as and when redeployable (solar) cameras are moved to different locations.
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